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Methodology
Wave 1: 2011

• 6,525 person online quantitative study conducted in US,
UK, Hong Kong, Japan, India and Chile
• Qualitative research conducted in US, UK, Hong Kong,
Japan, India, Chile, Thailand, Malaysia, Indonesia,
Australia, Belgium and Italy.
• 3 x focus group discussions with consumers aged 20-30,
35-45 and 50-60

Wave 2: 2013

• 1100 person online quantitative study conducted in the US
only, 1100 nationally representative sample adults 18+
• Qualitative research conducted in the US only
• 5 x group discussions with consumers aged 16-60

2

3

Introduction
In the two years since we launched our first “Truth About Privacy” study, much has changed
in the national dialogue around the issue of personal privacy. Despite the emergence of news
that Big Brother is spying on its citizens, people continue to freely share details of their lives
with the world online.
In this new “Truth About Privacy” study we sought to uncover how people’s attitudes and
behaviors have altered in the last two years and to understand the ‘new rules for cool’ in an
era of over-sharing. What is the right way for people and brands to behave in today’s tapped
in culture? We also explore who has the right to privacy, in what context, and in what way –
ultimately offering a roadmap for navigating a world where the only thing more desirable
than privacy is publicity.
Given the immediacy of the privacy debate, we launched this study in the United States, on
January 8, 2014, at the Consumer Electronics Show in Las Vegas, Nevada.
The quantitative research surveyed 1100 U.S. consumers on their attitudes and behaviors
around personal privacy.
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To bring this study to life, we also created a hand-crafted etiquette book entitled “From Selfies to
#hashtags, a Modern Guide to Participating Responsibly in a More Social Age” which illustrates major findings
and “new rules” for sharing, among other relevant and interesting topics.
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Topline Findings
from the study
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powerful forces shaping the future of privacy

Today’s ever-evolving world of privacy has never been more salient in the public’s mind.
There are several environmental forces defining our privacy and sharing behavior today.
Firstly, as one survey respondent stated, “the internet is a baby”, so dynamic and young that
people feel increasingly uncertain about what direction it will take in the future. Secondly,
the normalization of the hyper-sharing culture that was born of the early days of social
media is driving people to reconsider how they want their personal and professional lives
to exist online. And lastly, with organizations like the NSA and WikiLeaks topping the news
headlines, the broader privacy debate is both constant and pervasive.
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government fears increase

When they think about their privacy being compromised, the one fear that increased
significantly since 2011 was “that the government will use my personal data against me in
some way”. And only 9% of people say they are completely comfortable with the fact that the
government is able to read its citizen’s emails and listen to their phone conversations.
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And yet, consumer attitudes to privacy are far from unilateral or straightforward. Despite
these fears, consumers continue to show a remarkable propensity to share even the most
intimate details of their lives.
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the hypocrisy of sharing...it’s not me, it’s you!

In 2013, a staggering percentage (89%) of consumers agree that people share far too much
personal information online these days – up from 87% in 2011. Paradoxically, people also
say they are more willing to share virtually all types of information with others online in 2013
than they were in 2011. Discussions with consumers reveal that many people have developed
their own individual frameworks and philosophies on what should and shouldn’t be shared.
Whilst they judge their own sharing to be mostly purposeful and reasonable they are quick to
judge others for over-sharing.
T H E T R U T H A B O U T P R I VA C Y

Given that the “new normal” is a complex world of less privacy and more sharing, individuals
feel the need to have this personal privacy philosophy in order to navigate this world
unscathed. These philosophies are often divisive, as some people are more of “an open book”
online while others are increasingly choosing to swim against the tide and remain discreet.
For this latter group, privacy is seen as the new luxury and they take pride in their mystery
and unsearchable status online. Regardless of which side of the line they sit, people need to
use strategies in order to maintain their stated privacy philosophies.
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the Darwinian principles of online survival

Nowadays social media is a veritable jungle of potential social pitfalls. The tension lies in
the delicate balance between making oneself seem interesting without looking vain. And
as everyone is seeking that holy grail of ‘authenticity’ in people (and brands), how do you
ensure that you seem “real” enough without being seen to “air your dirty laundry” on social
media?
In considering these strategies, there are 3 primary components to consider:

financial

But a paradox exists within each of these critical components.
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need for
“friction”
as a safety
measure

wanting to be
perceived as
“interesting”

“frictionless”
user
experience as
ease of use

reputational

avoiding
being
perceived as
“vain”

inter-personal

maintaining
“intimacy”
with friends
offline
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maintaining
“contact”
with friends
online

financial
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nobody cares about your boring life (or melodramas!)

Online survival requires an understanding of the new etiquette that governs behavior in
social media. For instance, among the most uncool activities you can do online are regularly
posting status updates of routine activities, such as watching TV or grocery shopping (66%
think it’s uncool) or treating social media sites as your personal diary (66% think it’s
uncool). “Selfie” might be the word of the year…but that doesn’t make it okay: only 23% of
people over 35 consider posting frequent selfies on Instagram to be ‘cool’ and even teenagers
thought that more than one selfie a week was risking social suicide.

the “Do’s” and “Don’ts” of social media

Given that these tensions are ever-present in the minds of
consumers, we wanted to understand how to best navigate the new
tapped-in culture where sharing is a way of life. We developed a
range of potential behaviors people and brands might engage in
online, and asked consumers how “cool” they considered each one.
What we found was a consensus on the “do’s” and “don’ts” of what
is considered acceptable for people and brands in social media.
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cons
umers

COOL
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brands
75%
*

Posting a major life event:
weddings and births
Keeping a passion blog

Allows for in-store
purchases using a
smartphone

Posting funny articles
De-friending fake friends
Live-tweeting a major news story

Posts relevant content on social media
Uses location to help consumers
discover places
Responds to followers’ direct questions

Not being searchable
on Google
Not being a member of
Facebook
Using hashtags in every day speech

50%
*

Frequently “checking in” on Foursquare

Takes a specific
position on issues
Has over 1 million
Twitter followers

Posting photos of your kids every day

Uses consumers’ content after asking
permission

Treating social media as your personal diary
Posting status updates of routine activities

Asks users to share a personal story for fun
Invites consumers to
enter competitions

Posting frequent
“selfies” on Instagram

Uses consumer’s content
without asking permission

Adding people you don’t know as
LinkedIn connections

25%
UNCOOL

*
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Calls with a personalized
automated message

Adding people you don’t
know as Facebook friends

|
T H E T R U T H A B O U T P R I VA C Y

To complicate matters further, parents, for the first time, must consider additional strategies
for their children’s privacy. Are parents setting their children up for success? Given the
importance of even how “Google-able” a name is, a parenting strategy begins surprisingly early.
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the kids are alright...or are they?

71% or parents are more worried about the privacy of their children than their own privacy.
When it comes to small children, parents have specific ideas about what they should and
shouldn’t post: 65% think a photo of a child’s birthday party is acceptable but only 20%
think posting a photo of a child crying over something that upset him / her is acceptable and
only 12% think posting a photo of a child taking a bath is okay.
Moreover, as discussion around children and privacy legislation intensifies, marketers must
have decisive strategies on this matter.

even if parents do decide to share, some
types of photos are off-limits!
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when it comes to sharing photos almost half (43%) of
parents say they don’t post photos of their children on
social media sites.
Which of the following do you feel are acceptable types of photos to post of children?

80%

79%

75%

74%
53%

51%
30%

19%

0%
Birthday
party

First day of
school

Doing
something
embarassing

ACCEPTABLE
* % saying “totally acceptable” or “somewhat acceptable”

Sonogram

Crying over
something
upsetting

Taking a bath

UNACCEPTABLE
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Playing with
a pet
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Brands and businesses need a privacy philosophy too

Like people, brands must have their own philosophies and create their own strategies when
it comes to privacy and sharing. The world is arguably more volatile for them, as consumers
become more aware of and savvy about how their information is being seen and used by the
government, institutions, and companies.
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the paradox of trust

Interestingly, since 2011, consumers state an increased level of trust towards a variety of types
of companies – from medical companies to clothing companies to dating websites - to look
after their personal data and use it wisely. Given that the privacy debate is at the forefront
of people’s minds, companies are publicly taking the matter more seriously, releasing
statements and ensuring that proper privacy policies – however convoluted – are available to
consumers. It appears that people, equipped with greater transparency and information, feel
empowered to trust companies more.
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How much would you trust each of the following types of companies to look after your
personal data and use it wisely?

90%

70%

30%

65%
70%
56%
63%
51%
59%
51%
58%
51%
57%
49%
57%
46%
55%
47%
54%
43%
49%
37%
46%
37%
41%
34%
36%

50%

19%

10%
Banks Grocery Medical Health Clothing Credit Auto Pharma Electronic Auto
markets
insurance
card insurance

2011
* % saying “trust them a lot” or “trust them somewhat”

2013

Sports

Beauty

Dating
websites
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However, a more informed population also creates greater caution. When it comes to
actively sharing information with brands or businesses, consumers have grown more wary
over the last 2 years – especially when it comes to shopping and location-based data. Sharing
shopping data with a brand or business saw the greatest decrease in willingness to share: from
71% in 2011 to 61% in 2013.

71% 61%
in 2011

in 2013

In addition, as more breaches of privacy come to the fore, consumers feel that anything is
possible in the volatile new world of privacy and sharing. As recently as December 2013, Target
got into hot water when millions of consumer credit and debit cards were breached.
When asked whether a long list of real and fictional breaches of privacy had happened in the
past, 38% of respondents said they all had happened in the past. When asked whether that
same list of real and fictional breaches of privacy could potentially happen in the future,
nearly 70% of respondents said all of them could happen in the future. Examples of actual
breaches included when 70 million subscribers of Sony’s Playstation Network had their
personal information hacked. Hypothetical breaches included Facebook accidentally sharing
users’ personal photos with other users.
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the financial industry is still winning the privacy wars

People may behave in ways that contradict their overall anxieties because some companies
have successfully earned people’s trust over the long term. These companies have reinforced
trust by better understanding and reacting to consumers’ needs than others. For instance,
In general, people tend to trust banks the most – and that trust has grown stronger over
time. As we saw in 2011, banks are considered the most trusted companies when it comes
to handling data – and this shot up from 65% in 2011 to 70% in 2013. When asked about
specific companies and how much they are trusted, the credit card giants also fared well.
MasterCard, VISA, and American Express all enjoyed increases in trust.

T H E T R U T H A B O U T P R I VA C Y
|

While consumers generally feel that they must trust these companies because of limited
alternatives, the high levels of trust can be attributed to the companies’ ability to provide
more positive “frictions” than say, retailers or social media platforms. That is, consumers are
more frequently asked for passwords, PINs, and other secure information in order to access
their data, providing the perception that their data is safer.
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when it comes to brands, it’s not how much you have it’s
what you do with it

Other types of companies have not fared as well in the public eye. Unsurprisingly, companies that
are considered the greatest threat and are least trusted with data are the Silicon Valley companies,
like Google and Facebook. Facebook remains the company perceived as the great threat to
personal privacy (steady at 59%), while Google increased from 18% in 2011 to 32% in 2013.
Like Facebook and Google, Amazon has a lot of personal data yet only 7% say it represents
the biggest threat to their personal privacy. Moreover, Amazon is not only the most admired
company, the level of admiration jumped from 34% in 2011 to 47% in 2013. There is clearly a
dichotomy in the perceived way people’s privacy is treated; according to consumers Facebook &
Google “own my data”, whereas Amazon & Netflix are perceived to “use my data” for my benefit.
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the 4cs of privacy remain important, but compensation
is king

In 2011, we identified the “4Cs” (choice, control, commitment and compensation) as being
vital for brands who want to best navigate the issue of privacy with consumers. In 2013, we
found that compensation as the most crucial; people want to feel that their personal data is getting
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the hierarchy of

compensation
self-actualization

uses my data to
make my life better

belonging

uses my data to create a more
meaningful brand relationship
uses my data to make my brand experiences easier

transactional

uses my data to make my purchases less expensive
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efficiency
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them something real in return. People are more willing to share data with a brand or business if
there is a real benefit to them (willingness to share shopping data increases from 61% to 67% if a
real benefit is perceived; likewise, willingness to share location data increases from 34% to 41%).
But as companies increasingly compete to access consumer data, companies need to recognize that
not all compensation is created equal. Consumers metabolize benefits quickly and the brands that
are more imaginative in providing deeper personal benefits will break away from the pack and lead
the data conversation.
For example, Foap has created a platform that invites consumers to upload their photos for a
chance to be featured in a brand’s ad campaign. Consumers are financially compensated but,
beyond that, feel a kinship to and trust for the brand that has chosen to showcase their work.
At the top of the ladder, some compensation is so intrinsic that consumers believe that it helps
them to be a better person. Health and fitness apps and products like Nike Fuelband have led the
way here. WebMD recently launched WebMD Pregnancy App —a free service that helps people
“Keep Track Every Day, Until That Special Day.” Women input the intimate details of their
bodies and, according to the company, more than half of the women who use the app spend over
an hour a week getting or sharing pregnancy facts.
Companies like Amazon have so far navigated this environment with aplomb, serving as a role
model in creating strong relationships with their customers. But as consumers continue to
demand more in return for their data, Amazon will need to evolve its strategy to match those
expectations. Consumers metabolize benefits quickly and the brands that are more imaginative in
providing deeper personal benefits will break away from the pack and lead the data conversation.
Many brands publish a “privacy policy,” but the next phase in data innovation will require a
deeper “privacy philosophy” as well.
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